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1 Introduction

This document specifies a set of extensions to the standard Transaction Internet Protocol (TIP) Version

3.0, as specified in [RFC2371]. This specification assumes that the reader has familiarity with the

concepts and requirements specified in [RFC2371]. Concepts and requirements specified in [RFC2371]

are repeated in this specification when needed to provide clarity.

Sections 1.5, 1.8, 1.9, 2, and 3 of this specification are normative. All other sections and examples in

this specification are informative.

1.1 Glossary
This document uses the following terms:

Augmented Backus-Naur Form (ABNF): A modified version of Backus-Naur Form (BNF),

commonly used by Internet specifications. ABNF notation balances compactness and simplicity
with reasonable representational power. ABNF differs from standard BNF in its definitions and
uses of naming rules, repetition, alternatives, order-independence, and value ranges. For more

information, see [RFC5234].
computer name: The DNS or NetBIOS name.

core transaction manager facet: The facet that acts as the internal coordinator of each
transaction that is inside the transaction manager. The core transaction manager facet

communicates with other facets in its transaction manager to ensure that each transaction is
processed correctly. To accomplish this, the core transaction manager facet maintains critical

transaction state, in both volatile memory and in a durable store, such as in a log file.

facet: In OleTx, a subsystem in a transaction manager that maintains its own per-transaction
state and responds to intra-transaction manager events from other facets. A facet can also

be responsible for communicating with other participants of a transaction.

globally unique identifier (GUID): A term used interchangeably with universally unique

identifier (UUID) in Microsoft protocol technical documents (TDs). Interchanging the usage of
these terms does not imply or require a specific algorithm or mechanism to generate the value.

Specifically, the use of this term does not imply or require that the algorithms described in
[RFC4122] or [C706] must be used for generating the GUID. See also universally unique
identifier (UUID).

higher-layer business logic: The application functionality that invokes the functionality that is

specific to this protocol.

IPv4 address in string format: A string representation of an IPv4 address in dotted-decimal

notation, as described in [RFC1123] section 2.1.

OleTx transaction manager (OleTx TM): A transaction manager that implements the OleTx

Transaction Protocol [MS-DTCO].

partner transaction manager: A transaction manager that plays the opposite role in an

enlistment. When the TIP subordinate transaction manager facet is communicating with

the partner transaction manager, the partner transaction manager acts as a superior

transaction manager. When the TIP superior transaction manager facet is communicating
with the partner transaction manager, the partner transaction manager acts as a subordinate
transaction manager. The TIP transaction manager communicating with an application

facet does not communicate with a partner transaction manager.

signal: In OleTx, the act of communicating an event between facets inside a transaction
manager.
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single-phase commit: An optimization of the Two-Phase Commit Protocol in which a transaction
manager delegates the right to decide the outcome of a transaction to its only subordinate
participant. This optimization can result in an In Doubt outcome.

superior transaction manager: A role taken by a transaction manager that is responsible for
gathering outcome votes and providing the final transaction outcome. A root transaction
manager can act as a superior transaction manager to a number of subordinate transaction
managers. A transaction manager can act as both a subordinate transaction manager and a
superior transaction manager on the same transaction.

TIP: An acronym for the Transaction Internet Protocol, which is specified in [RFC2371] section 13.

tip command: A TIP request or reply, including action and parameters, as specified in [RFC2371]
section 13.

TIP command line: That part of a TIP message that contains a single TIP command. This is
specified in the TIP standard [RFC2371] section 11 as a "line of ASCII text, using only octets
with values in the range 32 through 126 inclusive, followed by either a CR (an octet with value
13) or an LR (an octet with value 10)."

tip connection: A TIP connection that is initiated and used, as specified in [RFC2371] section 4.

TIP subordinate transaction manager: A subordinate transaction manager that implements the
transaction management functionality that is specified in TIP.

TIP subordinate transaction manager facet: The facet that accepts requests to push a
transaction from the partner transaction manager, sends requests to pull a transaction from
the partner transaction manager, and participates as a subordinate in the Two-Phase
Commit protocol.

TIP superior transaction manager: A superior transaction manager that implements the
transaction management functionality that is specified in TIP.

TIP superior transaction manager facet: The facet that accepts requests to pull a transaction
from the partner transaction manager, sends requests to push a transaction to the partner
transaction manager, drives the Two-Phase Commit protocol with the partner transaction
manager, and after a failure, performs recovery.

tip transaction manager: A transaction manager for the transaction management functionality
specified in TIP.

TIP transaction manager communicating with an application facet: The facet that accepts
requests to create and complete a transaction from an application.

TIP transaction manager facets: The facets that constitute the transaction manager role,
namely the TIP superior transaction manager facet, the TIP subordinate transaction
manager facet, and the TIP transaction manager communicating with an application
facet.

transaction: In OleTx, an atomic transaction.

transaction manager: The party that is responsible for managing and distributing the outcome of
atomic transactions. A transaction manager is either a root transaction manager or a
subordinate transaction manager for a specified transaction.

Transport Layer Security (TLS): A security protocol that supports confidentiality and integrity of
messages in client and server applications communicating over open networks. TLS supports
server and, optionally, client authentication by using X.509 certificates (as specified in [X509]).
TLS is standardized in the IETF TLS working group.
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two-phase commit: An agreement protocol that is used to resolve the outcome of an atomic
transaction in response to a commit request from the root application. Phase One and Phase
Two are the distinct phases of the Two-Phase Commit Protocol.

MAY, SHOULD, MUST, SHOULD NOT, MUST NOT: These terms (in all caps) are used as defined
in [RFC2119]. All statements of optional behavior use either MAY, SHOULD, or SHOULD NOT.

1.2 References

Links to a document in the Microsoft Open Specifications library point to the correct section in the
most recently published version of the referenced document. However, because individual documents
in the library are not updated at the same time, the section numbers in the documents may not
match. You can confirm the correct section numbering by checking the Errata.

1.2.1 Normative References

We conduct frequent surveys of the normative references to assure their continued availability. If you
have any issue with finding a normative reference, please contact dochelp@microsoft.com. We will
assist you in finding the relevant information.

[MS-DTCO] Microsoft Corporation, "MSDTC Connection Manager: OleTx Transaction Protocol".

[RFC2119] Bradner, S., "Key words for use in RFCs to Indicate Requirement Levels", BCP 14, RFC
2119, March 1997, http://www.rfc-editor.org/rfc/rfc2119.txt

[RFC2371] Lyon, 1., Evans, K., and Klein, J., "Transaction Internet Protocol Version 3.0", RFC 2371,
July 1998, http://www.ietf.org/rfc/rfc2371.txt

1.2.2 Informative References

[RFC2372] Lyon, 1., Evans, K., and Klein, J., "Transaction Internet Protocol - Requirements and
Supplemental Information", RFC 2372, July 1998, http://www.ietf.org/rfc/rfc2372.txt

1.3 Overview

This protocol represents an extension to the standard Transaction Internet Protocol (TIP), as
specified in [RFC2371], and it is assumed to operate in an environment in which an OleTx
transaction manager (OleTx TM) is present. In this context, the protocol provides concrete
mechanisms for associating an OleTx transaction and a TIP transaction. These include mechanisms
for creating the association, coordinating agreement on a single atomic outcome, and reliably
distributing that outcome to the transaction managers involved in the overall transaction:

= It provides a way to group multiple actions across different nodes to define the next state.

= It guarantees that all the nodes agree on the same outcome, so that either of the following occur:
= All of these actions complete and all the nodes move together to the next state.
= All the nodes remain in their previous state.

For multiple platforms to participate in this, it is important to have a standard protocol for reaching
this agreement. The TIP standard protocol [RFC2371] specifies such a standard. This document
defines an extension of the TIP standard protocol.

The TIP standard protocol [RFC2371] specifies TIP connection initialization, push and pull
enlistment, distributed agreement, and remote transactions. These are summarized in the following
subsections and specified in sections 2 and 3. For additional requirements and supplemental
information, see [RFC2372].
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1.3.1 Protocol Roles

This protocol comprises the following self-contained classes of functionality or protocol roles:

= The TIP application role (section 1.3.1.1).

= The TIP transaction manager role (section 1.3.1.2), which can be further divided into three

subroles or

facets:

= The TIP superior transaction manager facet (section 1.3.1.2.1).

= The TIP subordinate transaction manager facet (section 1.3.1.2.2).

= The TIP transaction manager communicating with an application facet (section

1.3.1.2.

3).

The following figure shows the protocol roles.

TIF Application

TIP Subordinate
Transaction Manager
Facet

TIF Transaction
Manager
Communicating
with Application
Facet

Core Transaction
Manager Facet

TIF Superior
Transaction Manager
Facet

Intermal Events

Figure 1: Protocol roles

Partner
Transaction
Manager's TIP
Superior
Transaction
Manager Facet

Partner
Transaction
Manager's TIP
Subordinate
Transaction
Manager Facet

Protocol Communication

These facets communicate with each other both via events and by sharing data, in each case using an
implementation-specific mechanism.
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1.3.1.1 The TIP Application Role
The TIP application role performs the following tasks:

= Establishes a TIP connection with the TIP transaction manager communicating with an
application facet (section 1.3.1.2.3).

= Requests the creation of a transaction on the TIP transaction manager communicating with an
application facet and obtains an identifier for the created transaction.

= Requests the commit or rollback of a transaction it created on the TIP transaction manager
communicating with an application facet and obtains the transaction outcome.

1.3.1.2 The Transaction Manager Role

1.3.1.2.1 The TIP Superior Transaction Manager Facet
The TIP superior transaction manager facet performs the following tasks:

= Establishes a TIP connection with the partner transaction manager's TIP subordinate
transaction manager facet.

=  Accepts requests to pull a transaction from the partner transaction manager's TIP subordinate
transaction manager facet.

= Sends requests to push a transaction to the partner transaction manager's TIP subordinate
transaction manager facet.

= Drives the Two-Phase Commit Protocol with its partner transaction manager's TIP subordinate
transaction manager facet.

= Performs transaction recovery and provides transaction outcome notifications to its partner
transaction manager's TIP subordinate transaction manager facet, after a failure.

1.3.1.2.2 The TIP Subordinate Transaction Manager Facet
The TIP subordinate transaction manager facet performs the following tasks:

= Establishes a TIP connection with the partner transaction manager's TIP superior
transaction manager facet.

= Sends requests to pull a transaction from the partner transaction manager's TIP superior
transaction manager facet.

= Accepts requests to push a transaction from the partner transaction manager's TIP superior
transaction manager facet.

= Participates in the Two-Phase Commit Protocol with its partner transaction manager's TIP
superior transaction manager facet.

= Participates in recovery and accepts transaction outcome notifications from its partner transaction
manager's TIP superior transaction manager facet, after a failure.

1.3.1.2.3 The TIP Transaction Manager Communicating with an Application Facet

The TIP transaction manager communicating with an application facet performs the following
tasks:

= Accepts requests to create a transaction from the TIP application role (section 1.3.1.1) and
responds with the identifier for the created transaction.
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Accepts requests to commit or rollback a transaction from the TIP application role and responds
with the transaction outcome.

1.3.2 Common Scenarios

1.3.2.1 Starting and Completing a Transaction

In this scenario, an application (playing the TIP application role (section 1.3.1.1)) creates a
transaction with a TIP transaction manager (that implements this protocol), performs some work
by using that transaction, and eventually completes (commits or aborts) the transaction.

The following figure illustrates the scenario (TIP protocol messages are illustrated with dashed
arrows).

Application TIP Transaction Manager

TIF Application

TIP Transaction Manager
Communicating with an

Role Application Facet
—————————————— BEGIN = = = = = = = = = = — — P
i — = ————— BEGUN tid = = = = = = = e e e ]
do waork using
transaction tid
————————————— LOMMIT- = = = = = = = = — — — ]
commit
dedsion
- ———————— COMMITTED f ABORTED - — — — — — — — —

Figure 2: Starting and completing a transaction

1.

The TIP application requests the TIP transaction manager communicating with an
application facet (section 1.3.1.2.3) of a TIP transaction manager to create a transaction by
sending the BEGIN TIP command.

TIP transaction manager communicating with an application facet replies with a BEGUN TIP
command, passing in the identifier of the transaction created by the TIP transaction manager.

The TIP application performs work using the transaction.

When completing all transacted work associated with the transaction, the TIP application requests
the TIP transaction manager communicating with an application facet of the TIP transaction
manager to commit the transaction by sending the COMMIT TIP command.

The TIP transaction manager makes the appropriate commit decision and notifies TIP application
of the transaction's outcome by using either the COMMITTED or ABORTED TIP command.
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1.3.2.2 Pulling a Transaction

In this scenario, application A sends a request to application B to pull a local transaction that it
creates with its TIP transaction manager A, and do some work as part of the pulled transaction.
The following figure illustrates the scenario (TIP protocol messages are illustrated with dashed

arrows).
TIP Transaction Manager A TIP Transaction
Manager B
. TIP Superior TIP
P e Trans;ctu_:m M;nager Transaction Subordinate R
Application A Comrmunicating with an Manager Transaction Application B
Application Facet Facet Manager Facet
b — — — BEGIN—— —p=
it~ —BEGUN tidA— — —
da wark in tida
Request work in tida >
ra—Full tidA,
-alf— -Pull BidA, tidB- — <
—— — —PLILLED — — =i
—QK—-..
TIP protocal
-gf— — — —P

o enlist and do
Application msg wark in tidB

- y

Figure 3: Pulling a transaction

1.

o n AW

Application A requests the TIP transaction manager communicating with an application
facet (section 3.4.1.1) of TIP transaction manager A to create a transaction by sending the
BEGIN TIP command.

TIP transaction manager communicating with an application facet replies with a BEGUN TIP
command, passing in the identifier of the transaction (tidA) created by TIP transaction manager A.

Application A does some local work in the transaction.
Application A requests application B to do some work within the same transaction.
Application B requests TIP transaction manager B to pull this transaction.

The TIP subordinate transaction manager facet (section 1.3.1.2.2) of TIP transaction
manager B sends a PULL TIP command to the TIP superior transaction manager facet (section
1.3.1.2.1) of TIP transaction manager A, passing in parameters tidA and tidB (its local identifier
for the transaction).
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TIP transaction manager A agrees by responding with the PULLED TIP command. At this point,
TIP transaction manager B has an enlistment in the transaction, and the transaction is bound to
the TIP connection.

TIP transaction manager B returns to application B.

Application B does the requested work using the pulled transaction.

1.3.2.3 Pushing a Transaction

In this scenario, application A requests its transaction manager A to push a transaction to TIP
transaction manager B, and then sends a request to application B to do some work as a part of the
pushed transaction.

The following figure illustrates the scenario (TIP protocol messages are illustrated with dashed

arrows).
TIP Transaction Manager A TIP Transaction
Manager B
Application A Communicating with an Manager Transaction Application B
Application Facet Facet Manager Facet
= — — — BEGIN= — — p=
g— — BEGUN tidA- — —
| do work in tida
—_— Push tidA————————
= — — Push tidA- —
~a}— -PLISHED tidB- — =
——— Pushed
Request work in tidB -
TIP protocol enlist and do
-+ — — work in tidB
Application msg

Figure 4: Pushing a transaction

1.

3.

Application A requests the TIP transaction manager communicating with an application
facet (section 3.4.1.1) of TIP transaction manager A to create a transaction by sending the
BEGIN TIP command.

TIP transaction manager communicating with an application facet replies with a BEGUN TIP
command, passing in the identifier of the transaction (tidA) created by TIP transaction manager A.

Application A does some local work in the transaction.
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Application A asks its TIP transaction manager A to push the transaction to TIP transaction
manager B.

The TIP superior transaction manager facet (section 1.3.1.2.1) of TIP transaction manager A
sends a PUSH TIP command to the TIP subordinate transaction manager facet of TIP
transaction manager B, passing as a parameter tidA.

The TIP transaction manager B agrees by sending the PUSHED TIP command, passing as a
parameter tidB, which is TIP transaction manager B's identifier for the transaction. At this point,
TIP transaction manager B has an enlistment in the transaction, and the transaction is bound to
the TIP connection.

TIP transaction manager A returns to application A.

Application A asks application B to do some work within the same transaction passing it the
identifier of the pushed transaction, tidB.

Application B does the requested work using the pushed transaction.

1.3.2.4 TIP Two-Phase Commit

Distributed agreement between two transaction managers is accomplished using the Two-Phase
Commit Protocol (see [GRAY]). The following figure illustrates this scenario (TIP protocol messages
are illustrated with dashed arrows).

TIP Transaction Manager A TIP Transaction
Manager B
TIP Transaction Manager -!I.Irparsl’:ap;:—{')?]r Sub{:r-‘ldplnate
Application A Communicating with an Manager Transaction
Application Facet Facet Manager Facet
= — — — LOMMIT — — — P
————— PREPARE= = — —
Prepare
Enlistments
i}~ — — —PREPARED- — — — —
commit
decision
= — -COMMITTED = = =§{ = =me=m——— COMMIT = = =
i~ — — COMMITTED — — — —

Figure 5: TIP two-phase commit

1.
2.

Application A asks the TIP transaction manager A to commit the current transaction.

The TIP superior transaction manager facet (section 1.3.1.2.1) of the TIP transaction
manager A initiates the Two-Phase Commit Protocol (assuming that the transaction has two or
more enlistments). As part of that protocol, it sends a PREPARE TIP command to the TIP
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subordinate transaction manager facet of TIP transaction manager B, which is enlisted as a
subordinate in the transaction.

Assuming the TIP transaction manager B successfully prepares all its enlistments for this
transaction, it replies with the PREPARED TIP command.

Assuming all enlistments prepare successfully (once the commit decision is made), the TIP
transaction manager A starts the second phase of the Two-Phase Commit Protocol and asks all
enlistments in the transaction to commit. Specifically, it sends a COMMIT TIP command to the TIP
subordinate transaction manager facet of TIP transaction manager B. TIP transaction manager
also notifies the Application A that the current transaction has been committed.

After receiving the COMMIT TIP command, the TIP transaction manager B notifies all its
enlistments for the respective transaction to commit, and replies with a COMMITTED TIP
command.

After receiving the COMMITTED response from the TIP transaction manager B, the TIP
transaction manager A no longer has any responsibilities with respect to that enlistment, and it
frees the associated resources.

1.4 Relationship to Other Protocols

This protocol is an extension of the TIP standard protocol, as specified in [REC2371].

The following figure illustrates its relationship with other protocols:

MSDTC Connection Manager: Ole Tx Transaction protocol ([MS-DTCO]) provides an extensibility
mechanism that enables plug in of custom protocol extensions. This protocol is an extension of the
standard TIP standard protocol [RFC2371] and provides an implementation of a protocol extension
to MSDTC Connection Manager: Ole Tx Transaction protocol ([MS-DTCO]).

The presence of the TIP, specified in [RFC2371] illustrates that TIP Extensions depends on TIP,
especially TIP transaction managers.

The presence of TCP illustrates how this protocol relies on the session and connection transport
infrastructure defined in the TCP protocol.

MS-TIFF MS-DTCO

TIP

TCP

Figure 6: Protocol layering

1.5 Prerequisites/Preconditions

The operation of this protocol requires the following:

A TCP/IP implementation is available for use by all of the protocol roles.
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* An OleTx TM is present and operating so that the implementation of this protocol can use its
transaction management services.

= All the TIP transaction manager facets establish themselves as protocol extensions of the
previous OleTx TM as specified in [MS-DTCO] section 3.2.1.5.
1.6 Applicability Statement

This protocol is a distributed transaction management and coordination protocol, and therefore it is
applicable in situations in which distributed transaction management coordination is necessary.
Because this protocol is unsecure, an implicit level of trust is required between the parties using the
protocol.

1.7 Versioning and Capability Negotiation

The Transaction Internet Protocol Extensions extends the Transaction Internet Protocol (TIP). The
TIP standard, specified in [RFC2371] includes a negotiation mechanism for several aspects of a
connection. TIP Extensions supports the TIP negotiation mechanism with the following restrictions:

= TIP Version 3.0 is supported. Other versions are not supported.
= TIP multiplexing negotiation is not supported.

= TIP Transport Layer Security (TLS) negotiation is not supported.

1.8 Vendor-Extensible Fields

There is a variable-length ASCII string in each TIP command that can be used for any purpose. It is
specified in [REC2371] section 11 of the TIP standard.

1.9 Standards Assighments

There is only one standard assignment: the TCP port default value of 3372, as specified in [RFEC2371
section 7.
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2 Messages

Unless stated otherwise, this protocol complies with the TIP standard as specified in [RFC2371].

2.1 Transport

This protocol restricts the connections specified in [RFEC2371] section 4 to TCP connections.

2.2 Message Syntax
This protocol places the following syntax restrictions on [RFC2371] specification:
* TIP command line restrictions:

= Messages received by this protocol restrict the TIP command line specified in [RFC2371]
section 11, as follows:

= The TIP command line MUST NOT cross 1,024 character boundaries.

= Messages sent by this protocol MUST restrict the TIP command line specified in [RFC2371]
section 11, as follows:

= A message MUST contain at most one TIP command line.
= The TIP command line MUST NOT exceed 1,024 characters.
= Transaction identifier restrictions:

= A transaction identifier created by this protocol MUST restrict the TIP transaction
identifier specified in [RFC2371] section 5 to the following Augmented Backus-Naur Form
(ABNF)

OleTxTipTransactionIdentifier
= %x4F %x6C %$x65 %x54 %x78 "-" LowerCaseUUID

where LowerCaseUUID is defined to be the same as the glossary term GUID with the
restriction that alpha characters MUST be lowercase. For example: OleTx-725d5246-2217-
11dc-8314-0800200c9a66.

* Transaction manager address restrictions:

= A transaction manager address created by this protocol MUST restrict the transaction
manager address specified in [RFC2371] section 7 to the following ABNF

$x74 $x69 %$x70 %$x3A $x2F %$x2F HostName %$x2F

where HostName is defined to be one of the following:

= A computer name with the restriction that the first character cannot be an underscore or
a number.

= An IPv4 address in string format.

The following subsections specify which TIP command parameters have the preceding syntax
restrictions. These subsections include only those TIP commands that place restrictions as specified in
[RFC2371].
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2.2.1 ALREADYPUSHED

The subordinate's transaction identifier parameter specified in [RFC2371] section 13 for this TIP
command MUST adhere to the transaction identifier restrictions specified in section 2.2.

2.2.2 BEGUN

The transaction identifier parameter specified in [RFC2371] section 13 for this TIP command MUST
adhere to the transaction identifier restrictions specified in section 2.2.

2.2.3 IDENTIFY

The primary transaction manager address and secondary transaction manager address parameters
specified in [RFC2371] section 13 for this TIP command MUST adhere to the transaction manager
address restrictions specified in section 2.2.

2.2.4 PULL

The superior's transaction identifier and subordinate's transaction identifier parameters specified in
RFC2371] section 13 for this TIP command MUST adhere to the transaction identifier restriction
specified in section 2.2.

2.2.5 PUSH

The superior's transaction identifier parameter specified in [RFC2371] section 13 for this TIP
command MUST adhere to the transaction identifier restrictions specified in section 2.2.

2.2.6 PUSHED

The subordinate's transaction identifier parameter specified in [RFC2371] section 13 of this TIP
command MUST adhere to the transaction identifier restrictions specified in section 2.2.

2.2.7 QUERY

The superior's transaction identifier parameter specified in [RFC2371] section 13 for this TIP
command MUST adhere to the transaction identifier restrictions specified in section 2.2.

2.2.8 RECONNECT

The subordinate's transaction identifier parameter specified in [RFC2371] section 13 for this TIP
command MUST adhere to the transaction identifier restrictions specified in section 2.2.
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3 Protocol Details

This section defines the expected behavior of the transaction manager role (section 1.3.1.2), which
consists of three facets:

= TIP superior transaction manager facet (section 1.3.1.2.1)
= TIP subordinate transaction manager facet (section 1.3.1.2.2)

= TIP transaction manager communicating with an application facet (section 1.3.1.2.3)

3.1 Common Details

This section contains protocol details that are common to all TIP transaction manager facets.

3.1.1 Abstract Data Model

This section describes a conceptual model of possible data organization that an implementation
maintains to participate in this protocol. The described organization is provided to facilitate the
explanation of how the protocol behaves. This document does not mandate that implementations
adhere to this model as long as their external behavior is consistent with that described in this
document.

Note The abstract data model can be implemented in a variety of ways. This protocol does not
prescribe or advocate any specific implementation technique. This abstract data model is an extension
of the abstract data models as specified in [MS-DTCO] sections 3.1, 3.4, 3.7, and 3.8.

3.1.1.1 Data Elements

A TIP transaction manager facet MUST maintain the following data elements:

= A table of TIP connections: This is a table of TIP connection objects.

= A set of flags that allow restrictions to be placed on this protocol:

= Allow Begin: A flag whose TRUE value indicates that the TIP transaction manager facet will
accept a BEGIN TIP command.

= Allow PassThrough: A flag whose TRUE value indicates that the TIP transaction manager
facet will allow a transaction to be pushed and then pulled without a local enlistment.

= Allow Non-Default Port: A flag whose TRUE value indicates that the TIP transaction
manager facet will allow a TCP connection from a port number other than 3372.

= Allow Different Partner Address: A flag whose TRUE value indicates that the TIP
transaction manager facet will accept an IDENTIFY (section 2.2.3) TIP command whose
primary transaction manager address parameter does not match the address from which
the TCP connection originated.

= Transaction Manager Address Override: If the field is set, the TIP transaction manager
facet will use it as the primary transaction manager address argument when it sends the
IDENTIFY (section 2.2.3) TIP command.

The TIP transaction manager facet MUST extend the definition of an enlistment object, as specified in
MS-DTCO] section 3.2.1.3, to include the following data fields:

= TIP Connection: This field references the TIP connection object associated with the enlistment.
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= Partner Transaction Identifier: This field contains the transaction identifier that the partner
transaction manager uses for the transaction object referenced by the enlistment.

= Partner Transaction Manager Address: This field contains a transaction manager address (as
specified in section 2.2) used to verify and contact the partner transaction manager in case of
connection failure.

3.1.1.2 TIP Connection Object
A TIP connection object MUST contain the following data fields:

= Partner Transaction Manager Address: This field contains a transaction manager address
(as specified in section 2.2) used to identify the transaction manager that the TIP connection
connects to. This field MAY be null.

= Enlistment: This field references an enlistment object associated with the TIP connection. This
field MAY be null.

= Transport Connection: This field references the TCP connection that the TIP connection uses to
send TIP commands.

= Connection Type: An enumeration that indicates whether the TIP connection will be used for
either sending or receiving requests. This field MUST be set to one of the following values:

= Primary: This value is set to indicate that the TIP connection will be sending requests.
= Secondary: This value is set to indicate that the TIP connection will be receiving requests.

= State: An enumeration that indicates what state the TIP connection is in. This field MUST be set to
one of the following values or one of the values of an extension to the TIP connection object:

= Initial: The TIP connection has not yet identified its partner transaction manager.

= Initial Identify: The TIP connection is waiting for a reply to an IDENTIFY TIP command sent
while in the initial state.

= Idle: The TIP connection has identified its partner transaction manager but has no associated
transaction.

=  Error: The TIP connection has sent or received an ERROR TIP command.

3.1.1.3 TIP Connection Management Operations

The following operations on the table of TIP connection are used throughout section 3.

3.1.1.3.1 GetTipConnection Operation
The GetTipConnection operation is called when a TCP message is received on the TCP connection.
= The input parameter for this operation MUST be a TCP connection.
= This returns a TIP connection object whose data fields MUST include:
= Transport Connection is the provided TCP connection.
= When this operation is called, the TIP connection manager MUST perform the following actions:
= Attempt to find a TIP connection object corresponding to the provided TCP connection.

= If a TIP connection is found:
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= Return the TIP connection.
= Otherwise:

= Create a new TIP connection object and initialize it with the following values:
= The Connection Type field is initialized to Secondary.
= The State field is initialized to Initial.
= The Transport Connection field is set to the provided TCP connection.
= The Enlistment field is set to null.
= The Partner Transaction Manager Address field is set to null.

= Return the TIP connection object.

3.1.1.3.2 GetTipConnectionFromAddress Operation

The GetTipConnectionFromAddress operation is called when a TIP transaction manager facet
initiates a TIP connection to send a TIP command (for example, PUSH):

= The input parameter for this operation MUST be a partner transaction manager address.

= This operation returns a TIP connection object, where the following data fields MUST be included
and set to the specified values:

= Partner Transaction Manager Address contains the provided address.
= Connection Type is Primary.
= State is Idle.

If there is a TIP connection to the partner transaction manager for which the IDENTIFY/IDENTIFIED
exchange has taken place and the State is Idle, as specified in [RFC2371] section 4, the TIP
connection manager SHOULD return it.

Otherwise, the TIP connection manager MUST perform the following actions:

= Create a new TCP connection to the provided partner transaction manager address.

= Create a corresponding TIP connection object and initialize it with the following values:
= The Transport Connection field is set to the TCP connection.
= The State field is set to Initial Identify.

= The Partner Transaction Manager Address field is initialized to the provided partner
transaction manager address.

= The Connection Type field is set to Primary.

= Send an IDENTIFY TIP command with the following arguments:
= The lowest protocol version: "3".
* The highest protocol version: "3".

= If the Transaction Manager Address Override field is set, the primary transaction manager
address argument MUST be set to the value of the Transaction Manager Address Override
field; otherwise, it MUST be set to the address from which the TIP connection originated.
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» The secondary transaction manager address argument SHOULD<1> be set to the value of the
provided partner transaction manager address as specified in [RFC2371].

= Wait indefinitely for a response from the partner transaction manager. The TIP connection
manager MUST accept messages, and the TIP transaction manager facet MUST process events
while it is waiting:

= If the connection is terminated, terminate the processing of this event.

= If the response from the partner transaction manager is a valid IDENTIFIED TIP command,
return the TIP connection object.

= Otherwise, terminate the processing of this event.

3.1.1.3.3 HasPartnerTransaction Operation

The HasPartnerTransaction operation is called when a TIP transaction manager facet has to
determine whether a partner transaction manager has already enlisted in a specific transaction:

= The input parameters for this operation MUST be:
= Partner Transaction Manager Address
= Partner Transaction Identifier

= This operation MUST return TRUE if there exists a TIP connection whose enlistment has the
provided values; otherwise, it MUST return FALSE.

3.1.1.3.4 FreeTipConnection Operation

The FreeTipConnection operation is called when a TIP transaction manager facet no longer
requires the TIP connection. The input parameter for this MUST be a TIP connection object. The TIP
connection manager MUST perform the following actions:

= If the TIP connection object's Enlistment field references an enlistment object, clear the
enlistment object's TIP Connection field.

= If the TIP connection manager initiated the TCP connection corresponding to the TIP connection, it
SHOULD reuse it as specified in [RFC2371] section 4.

3.1.1.3.5 TerminateTipConnection Operation
The input parameter for the TerminateTipConnection operation MUST be a TIP connection object.
When this operation is called, the TIP connection manager MUST do the following:

= If the TIP connection object's Enlistment field references an enlistment object, clear the
enlistment object's TIP Connection field.

= Close the TCP con